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Sumac Documentation

Sumac is described in thdeeuments:
Sumac Users Guide Use Sumac on a diayday basis.

Sumac Administrator Manual Install Sumac. Set up systeitie lists an
options settings that affect all users.

Security, Privacy, and Risk ManaUse Sumac to protect your data.
Version Control
Changes

Sumac documentation changes each time there is a release. Since Sumac is released on a consistent relea
schedule, this means the documentation is regularly updated.

If a particular document has not had to be updated becausesoftn@ane releases, then that document is
reviewed and updated no less than once per year.

Current Version
The current version of Sumac documentation can always be downloatiég:ffemmac.com/support

Sumac Documentati@®


http://sumac.com/support

Introduction

Overview

Security is a broad topic. It usually entails getting good answers to questions like this:

E Can | get my data out of Sumac?

E Will my confidential data be handled properly?

E What if a computer fails?

E Can people steal my data?

What these upstions have in common is the management of risk. When you start to use Sumac, you are
investing effort in converting your data, training your staff, and creating a valuable data resource on which your
organization will be dependent. You want to ensairéhil effort is protected from attackers and preserved
over time.

This document addresses these questions and many others. If there is a missing topic that you think should
be addressed in this document, please let us know.

Introductiond 10



Relationship with the Develope

Confidential Data Handling
We are very careful with your data. Our standard contracts require confidentiality in the handling of data. You

document, please let us know. We value your privacy and confidentiality and will workrtetffiimdy sbat
satisfies the requirements of all parties.

Is Data Lost When A New Release of Sumac Occurs?

The most recent release of Sumac is available without additional charge to every Sumac user. We expect all oul
customers to be using the nmestent release at all times.

If there is a change to the structure of the database, Sumac does this for you automatically. No data is ever
lost.

Notification of Security Issues

We take great care to ensure that security considerations are addrestbery iiefocoene a problem, and we

work hard to ensure that Sumac appropriately protects the data that it manages. We have never had to inform
our customers of any sort of security breach. However, should such a problem arise in the future, we will
inform you.

If we ever become aware that the security of data handled by Sumac could be or has been compromised, we
will inform all affected customers within no more than three business days. This commitment to notify you
applies to all types of possible issuesdinglbut not limited to those that may be attributable to:

E faults in the business logic of Sumac itself,

E potential weaknesses in the encryption software used by Sumac, or

E security breaches in the management of databases generally abthGdoatabases in particular.

Notification of Releases

When you run Sumac, the newest release of the software is automatically installed. If the release is not just
fixing a minor probha (seéNotification of Patbblswv), then we:

E send an email to all customers highlighting significant changes in the release

E put a Release Notes document on our website (see http://sumac.com/release_notes/)
For further information about how Sumac sofvisinstalled, stestallation Technoidbis guide.

Notification of Patches

Sumac software is never patched. If a change is required, we create an entirely new release of the software.
If a release fixesnainor problem (no security issues, not significant changes to angillsdunctionality)
that other software vendors may handle with a patch we do not send an information bulletin about it.

Relationship with the Develoget 1


https://sumac.com/assetswp/misc-docs/StandardTerms2015-07-27.pdf

Data Security and Privacy Standards

Sumac Desktop

This sectin describes common certifications and security requirementspaobfitarganizations. All locally
hosted instances of Sumac conform to the standards below.

PCI DSS

If your installation of Sumac stores and processes payment information, then ypaticrganst comply
with PCI DSS) a standard for ensuring the secure handling of payment inforBiatia. is certified for PA
DSS compliance, which enables our customers to use it and conform tex88 B@indard.
Specific information about this stardtiappears in the chag@l DSS Compliance
In addition, some parts of this manual describe how to use certain features of Sumac which are important
to ensuring that your management of data complies with PCIH2S& parts of the manual contain warnings
that look like this:

Warning: In order to comply wifCl DSSyou must use the feature of Sumac that is described
in this section of the manual.

GDPR

The General Data Protection Regulation (GDPR) is a set of European rules and guidelines on data protection
and privacy for all individuals within the European Union (Bi#).to the complex nature of the GDPR
regulation, we have documented our compliara&ceeéparate section of this document. Pleasgserdix

B 6 GDPRfor more information.

HIPAA

The Health Insurance Portability and Accountability Act is legislation of the United States, passed in 1996.
Amongst many otheéhings, it specifies guidelines for securely handlingHetatita data.

Sumac supports all the technical requirements that enable an organization to be in compliance with the
requirements of the HIPAA standard.

PIPEDA

The Personal Information Protectiand Electronic Documents Act is legislation of Canada, passed in 2000.
Amongst many other things, it specifies guidelines for securely handling any personal data.

Sumac supports all the technical requirements that enable an organization to be ite coitiplias
requirements of the PIPEDA standard.

Sumac Cloud

The Sumac application conforms to all of the security standards that may be relevant for your organization.
This is true in all instances of Sumac when they are run with locally stored ddtatasss.when
organizations use Sumac Cloud, client data is no longer localinsta@ustead hosted on a server. In these
instances, data privacy management relies on the server hosting company. Sumac Cloud data is stored on
Amazon Web Services (AWS) setamdsis subsequently held to their compliance programs.

AWS CompliancegPams

The team at Silent Partner takes your data security seriously, and so we ensured that the hosting company
we chose was holding the highest standard of comp|
can be found online, bittps://aws.amazacom/compliance/ The programs include:

E CSA

E IS0 27001 (and others)
E SOC1,23

E PCIDSS level 1

Data Security and Privacy Standafds



E HIPAA
E PIPEDA
E And many mor eé

Data Security and Privacy Standafds



Servers

Sumacbds operation requires a network of servers.
E Sumac Release Ser@&mac delivers the application (updates) from a software server. This software
server must be up in order to run Sumac at all.
Sumac License Server
Sumac Cloud Server
Sumac Connect Server
Sumac Website Integratibnf a ¢ u sditeintegratés svithwheibSumac database, then the web
pages may be hosted on Sumac servers. This hosting is done by putting the pages on a web hosting server
and the connection to the database on a Sumac Connect server.
Sumacds ser ver s.Asisueh ey noafgrm tb thb standaMiSindicated by Amazon here:
https://aws.amazon.com/compliance/
Our partnership with Amazon ensures the highest levels of security and reliability for yououwlata and
operations. Customers can expect the following standardsdoretiasedunctions
E A canmitmentto using commercially reasonable efforts to en9&.&8% uptime.
E Occasional planned server maintenance. We prowde & k s 0 by remadil ifac ey planned
maintenance and work to the best of our abilities to ensure that downtime is kept to a minimum.
E Periodic release schedule. Each time iheremew release of Supthe connect service goes down
briefly while the old release is terminated andetv one starts providing service
E Publicly accessible Service Level Agreement (SLA) for AWS. To view the agreement, see:
https://aws.amazon.com/rds/sla/

EServers |l ocated in AWS0s Canada Centr al zone.,

m M M
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Accessto Databased Passwords

Introduction

DBMS

Sumac stores its data in a database. A database is a collection of files, usually called tables, of related informatior
A database is managed by a database management system (DBMS). A DBMS is a piecthaf software
accepts requests to add, change, or remove data from a database.
Sumac can work with any DBMS, if configured appropriately. But usually it works with these databases:
E JavaDB: a singlsser DBMS used by Sumac Bronze and Sumac Silver
E MySQL: a mukuser DBMS used by Sumac Gold. MySQL is also used by Sumac Bronze and Sumac
Silver if they are used in conjunction with S@tad

Database Location

A JavaDB database is located on the single computer that is running Sumac. SumadadEsethea

folder named SumacData which is placed in the root directory of the main disk on the computer (Macintosh

and Windows) or in the usero66s home folder (Linux)
A MySQL database is located on a server computer which is running the MySQL DBRMSQLhe

DBMS provides an operating system service which responds to database commands from the Sumac software.

This server is on the office local area network. User computers attached to the office local area network run

Sumac which sends data to and getsftom the MySQL DBMS.

Database User ID and Password

A DBMS requires a user ID and password when Sumac initially connects to a database. These are managed by
tools associated with the DBMS.

Sumac User ID and Password

Each user of Sumac has a useah password. These indicate what the user is allowed to do with various
types of data in the database. Sumac user IDs and passwords are managed by the Utilities/Sumac
Administration/Users command in the Sumac console.
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Diagram
The following diagram showsvihthese pieces fit together:
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Sumac User ID and Password Enforced

A/

Sumac

Database User ID and Password Enforced

Database

Ot her Systemsd Passwords

Warning: You must remove or secure default user IDs and passwords to conform with the PCI
DSS standard for handling payment data.

Sections below this odescussesser IDs and passwords, specificall
E user IDs and passwords created and managed by Sumac for access to the Sumac application
E user IDs and passwords created and managed by your database manager for access to administration of
the database and also to provide access to a Sumac database
But these are not the only user IDs and passwords in your environment. Others include:
Eaccess to a userds computer
access to a wireless network, wired LAN, VPN, or other communication network
access to communication hubs and routers
access to filgervers
access to remote services used by Sumac (e.g. a payment processor, an email service, an accounting syste
API)
Many of these other systems create default user IDs and passwords. You must deal with these as follows:
1. If an account will not be useddacan be deleted, then delete it.

ms M s m
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2. If an account will not be used, but cannot be deleted, assign it secure authentication, then disable it
and do not use it.
3. If a default account will be used, then assign it secure authentication.
In addition to the aboweetup tasks, on an ongoing basis you should:
4. Ensure that user IDs and passwords for these systems are changed when an employee who knows
them leaves your organization.
5. Change the user IDs and passwords annually.

Database User IDs and Passwords
JavaDB Singleiser Databases

Sumac Bronze and Sumac Silver databases aresgingktabases. For singder (JavaDB) databases, you

cannot change the database user ID and password. Since a single user database is stored entirely on the
computer that uses it,dannot be accessed remotely by Sumac. It relies on operating system access to the
computer to protect access to the database.

MySQLO Multiuser Databases

Sumac Gold and Platinum databases areuselltdatabases. Sumac Bronze and Sumac Silver databases
also multuser databases when they use the SLimatservice.

Multi-user Sumac databases use MyBEDBMSO to hold the data. A standard installation of Sumac on
My SQL within a single organizat i onwosd. Ifoybur MyS@L us es
database is only accessible from within your office, then there is no need to change this user ID and password.
However, if your office network and database can be accessed remotely, then you must change the database
user ID and passwahr

When you use Sum@mud we take care of this issue for you: the database is protected by a long randomly
generated database user ID and password. We configure the DBMS and tell you the database user ID and
password to use to connect to your database.

If you do not use Sum&doud then to make this change, you need to configure the DBMS to recognize
the new user ID, and you also need to tell Sumac the user ID and password that it needs to use to connect to
the DBMS. Here is what to do:

Create UsatServer

On the server computer, run MySQL Workbench.

Log on as administrative user.

Click Manag8&ecurity andhoose the server.

Under Server Access Administration, specify the new database user ID and password.

Click Apply. This gives the new user |Dabidity to connect to the DBMS.

Click Schema Privileges

When Sumac creates an empty MySQL database, it creates a single database user account for managin
it. You need to remove this account. Click the default database user IDofvhisb@ick to skect all

rows of security information for that user, then click Delete Entry. This removes all access to the database
by that account.

Click to choose theewly addedatabase user ID and password, then click Add Entry.

Click Selected Schema, then clidhtmse your database, and click OK.

Click Select All to give the new database user ID and password all privileges on your database.

Click Save Changes.

< <K <K<K<K<LK KL

< <<
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Databases.txt: Tell SumatoBonnect
When Sumac starts, it determines which databases it cabydoodasg at the databases.txt file. This file is

ored in the

user ods

home di

rectory

n a

f ol

der

n

Each line in this file represents a different database that Sumac can connect to. Each line contains these
pieces of information, septed by spaces.

Parameter

Example

database connection string

jdbc:mysql://DBServer/MyDbNam¢

driver class name

com.mysql.jdbc.Driver

database user ID

newDbUserID

database password

newDbUserPassword

TLS flag f{sif the connection betwe
Sumac and a MySQL databas
encrypted)

tls

debugging flag ¢htells Sumac to p
debugging information into the J
Console window; amtells Sumac t
do the same asddut to also display
window that shows RAM usage)

d

If the examples in the above table were used, then the line in the databases.txt file would look like this (all

on one line):
jdbc:mysql://DBServer/MyDbName com.mysql.jdbc.Driver newDbUserID newDbUserP
d

You can use a text editor to edit databases.txt. Alternatively, there is a command (Utilities/System

Administration/Edit Databases File) for editing this file.

Sumac User IDs and Passwords

assword tls

Hint: The Edit Databases File command is only available to Sumac administistive us

Hint: The database user ID and password are encrypted in databases.txt.

Warning: You must remove default user IDs and passwords to conform with the PCI DSS standard

for handling payment data.

Default User ID

Administrator

A user account in Sumac can be given an administrator role. An administrator account can do things that a
regular user account cannot:

E
E
E

E
E

create user accounts and specify
back up the entire database

change the stcture of records by defining extra fields, field preferences, and the structure of Grow

Your-Own records

what each user is allowed to do

define databaseide preferences, including security settings

define entries for lookup lists.

Sumac requires a strong password for any user wriniaisteator privileges or who can see payment
information.
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First Account

Sumac does not define default accounts. Instead, at the moment that a new database is being created, the persol
who creates a new Sumac database must define the first Sumaaiosby apaeifying a single user ID and
passwordSo,anewly createdatabase can only be accessed by this single user ID and password.

Because it is an administrator account, Sumac requires that the first account have a strong password.

Give it a Real Nam

If this first account does not name a specific individual, then you should create new user account(s) to reflect
the actual user name(s) of the user(s) entering data into the database, since Sumac tracks this, and it is useful t
know which user recordadormation, especially financial and communication information, in the database.

Setting Up Proper User IDs

If you use Sumac to handle payment information, then the first thing you must do when you get a new Sumac
database is to define a user and geveisbr Administrator capability, then remove the dethultuser
account. Here is what to do:
v Log on with the admin user account.
v Choose the Utilities/Sumac Administration/Users command in the Sumac console.
v Click New to add a new user, specify théduser name and passwor d, and ens
user Administrator privileges.
Vv Quit Sumac. Run Sumac and log on with the new user ID.
v Make sure the new User ID has access to the Administrator menu.
v Delete the defaudtdmimccount
You add anghange Sumac users as follows:
v Log on to Sumac as an administrative user.
v Choose the Utilities/Sumac Administration/Users command in the Sumac console.
v Add, remove, and edit users as required.

Hint: A user with Administrator privileges must acknowledgenfetance of this role as

described iUsers Tao Acknowledge Responsibility

When adding an administrator user to a Sumac database, you should follow the p&uiBaesimords
(Dual Control)

Unique IDs

Note that user IDs must be unique. No two users should be assigned the same ID. Sumac prevents the creation
of multiple user records with the same user ID. This is enforced by a unique index on the Sumac flatabase itsel

Password Obfuscation

When you add new users to your Sumac database, a record is stored in the database. This record holds the
Sumac user ID and password for the user, and also indicates what each user is allowed to do to each type of
data in the Sumaatdbase.
Password obfuscation is used to prevent Sumac from saving passwords as regular text. Instead, the
passwords are saved as haghrtd Consequently:
E whenever a user is added to the database, the password is transmitted to the databasatedan obfusc
form, and
E when Sumac reads the list of users from the database, the passwords are sent from the database in an
obfuscated form.

1 a 60character bcrypt string with aliyie salt
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Password Aging

Warning: You must use password aging to conform with the PCI DSS standard for handling
payment data.

Sumacsupports password aging. Password aging is a security feature that forces users who can see payment
information to change their password every 80 days. It also prevents a user from using a password that has
been used before: Sumac keeps track of thigdgsa$swords that a user has used.
To turn on password aging in Sumac:
v Log on to Sumac as an administrative user.
Choose the Utilities/Customize Database/Preferences command in the Sumac console.
Clickinto the Security tab.
Click to set th&ge Passwardsckbox.
Click OK to save the change.

< << <L

Password Failure: Account Lock Out

Warning: You must use account lock out to conform with the PCI DSS standard for handling
payment data.

If a user account has had five consecutiveni@tempts which have failed, Sumac locks the account. This
feature is enabled by using the Utilities/Customize Database/Preferences command in the Sumac console (see
Preferences Conmin@eulirity Tab

Whenthis occurs, a Sumac administrator user must unlock the user account before it can be used again.

Password Quality

Warning: High quality passwords are needed to conform with the PCI DSS standard for handling
payment data. Sumac enforces this automatiméyu cannot turn off this feature.

You need to be able to log in as a user in order to use Sumac. This requires you to enter a user ID and a
password. Any string of characters can be used as a password, but since these passwords provide protection
for your data, it is unwise to use something like your name or a simple string of chard@@js (e.g.

If you have trouble thinking up a good password, when you are entering the password for a new user, Sumac
can suggest high quality passwords generatethhafidm alphabetic, numeric, and special characters.

80r Specify the User Password
Password | 'fSuggest Password

Password I:ccmfirm‘}l

[if the user is an administrator or can see payment records, the password must:
« contain at least one alphabetic character (A to Z,ato z)

& contain at least one numeric character (0 to 9)

« contain at least one character that is not alphabetic or numeric

o not contain spaces

« be at least 7 characters long

oK “ Cancel
I f a Sumac user is going to be an administrator

must be better quality. It must satisfy the following criteria:
E contain at least one adlietic character (A to Z, ato z)
contain at least one numeric character (0 to 9)
contain at least one character that is not alphabetic or numeric
not contain spaces
be at least 7 characters long

m ms M
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As you type each character into the first password fielde 8wicates exactly which of the above criteria
are and are not satisfied.

Hint: A user with Administrator privileges must acknowledge the importance of this role as
described iUsers To Acknovedigsponsibility
Mouse Passwords

Keyboardentered passwords are frequently attacked by virus software that listens to keystrokes on a computer.
Keys from wireless keyboards can be picked up by tiny listening devices. With this in mprdy8esan
alternative way to define and enter a password: you can use your mouse.

Here is how it works. When you are asked to define or enter a password, you can do it with your keyboard,
as described above. Alternatively, you can use your mousehtfogmito define your password with your
mouse, this window appears:

@ Drag to Enter Your Password

‘775(;": Agam ‘ 6K7 Cancel

You can click or drag your mouse through the circles to define a numbered pattern. For example, dragging
or clicking from left to right across the top row, gives this password:

o Drag to Enter Your Password

" Start Again ‘ OK Cancel

Note that if you drag across the top row from right to left you get this pattern:
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Drag to Enter Your Password

Start Again

OK

Cancel

This is a different password from thefedftight swipe: it marks the same circles, but in a different order.

Order matters.

You can click disjoint circles to draw a pictkeealismiling face:

or an arrow:

Drag to Enter Your Password

% i <
( ) (4
) NG =4 N
=
(s)
g
(6
7=\ Ve '1\\
7 (11
—/ Lo
7N e =
(8 (9) w,\
N e
Start Again ok | [ cancel
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e Drag to Enter Your Password

‘ Start Again OK Cancel

The Security of Mouse Passwords

T A mouse password must mark at least 8 circles. This gives it about the same level of seeurity as an 8
character keyboard password.

1 Aging of mouse passwords works the same as aging afrétgydsswords.

1 Overtime, as a user chartpesrpassword, he or she can use either a mouse or a keyboard password.
There is no restriction on using just one or the other.

1 To defeat viruses that track mouse activity as well as keystrokes, the wimdesinfpa gpassword
is randomly positioned at a different place on the screen each time it is used. In addition, the size of
the circles randomly changes each time it is used.

Split Passwords (Dual Control)

Warning: To ensure compliance with PCI DSS, aperdhat involve the management of keys

require dual control, i.e. no single individual can change selaigty settings like keys and

logging.
Each Sumac user must have a user ID and password. In the user profile of Sumac users, there is a check box
that gives a user Administrator privileges. A user whose profile has this check box set is Sithsx be a
Administrato®nly a Sumac Adminiswmatas access to:

E the Utilities/Configure Database/Preference command, which controls logging, obfuscation of credit
card numbers, and changing of passwords

E the Utilities/Sumac Administrator menu, which includes the commands for changing encryption keys,
user profiles, searching and managing the transaction log, and creating backup files.

Here are the steps to follow to ensure that no single individual can change the security settings of your

Sumac database:

E Ensure that no single user knows the passwora armac Administrator. When you specify the
password, require each of two (or more) people to enter part of the password. The result is the neither
one of them is able to log on as a Sumac Administrator without the cooperation of the other. (Note that
this technique does not work with meastered passwords since the entry of them is visible on the
screen.)

E Ensure that any user that knows part of the password for a Sumac Administrator user account is aware
that two people are required to change seceftitygs.

Database Hostingd SumacCloud

If you use Sumdgloud our database hosting service, your database user ID and password were set for you by
Sumac staff. Both the user ID and the password aredndgmly generatedphanumeric strings.
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The databse user ID and password provide additional security, protecting databases from remote access,
but Sumac user passwords are still very important.

Part of your Sumdagioudservice is daily backups. These backups are encrypted so even if the computer on
which they reside is stolen, they are still not accessible without additional passwords to provide access to the
decryption.

Daily backups are retained for one month, and monthly backups (the last of each month) are retained for
six months.

The Suma€loudsewer ispart of the AWS network. For details on the security and privacy standards, see
the Serversection in this document.

Idle Time
Sumac Application

If a user has logged in to Sumac, and then not used it for an extendeaf pieré, perhaps because the user
has walked away from his computer, the user must ensure that use of his computer is protected.
After 15 minutes or more of inactivity, Sumac may require the usenttr tgs or her password:
E If the user has Sumadnain privileges, then Sumac requires the useemberehis or her password
E If the user does not have Sumac admin privileges but can see payments, then the ws#emnhist re
or her password at the moment when he or she tries to edit, createssrppayment.
E If the user is not an admin user and cannot see payments, then Sumac does not reganteypass re

Server Access

Each computer that has access to the Sumac database server computer should lock after an idle time of no
more than 15 minutesnd the unlocking password must be high quality (at least seven characteanid length
contain both numeric and alphabetic characters).

On such computers, each user must use the facili:
Windows) to ensure that his computer is locked after a timeout of no more than 15 minutes, and that the
unlocking is protected byheghqualitypassvord.

ComputessthAccess

Any PCs, servers, and databases with cardholder data via unique user ID anecétOpliBSISsecure
authenticationTheyshould have high quality user passwords and the issues of computers not being used (see
Idle Timen page4) apply to such computers even if they are not used for running Sumac.
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Visibility of Data in Sumac

Overview

Once you are logged on to Sumac, what can yowbkae®an you change? What can you delete? Sumac
provides several ways that you can configure the database to ensure that each user sees only the data he or st
is supposed to see.

Accessby Data Types

Sumac requires you to create a user profile for eactvhes is allowed to use the database. This profile
indicates what types of data the user is allowed to see (View), to change (Edit), and to remove (Delete).

AL User

LoginNamel [ Set Password ]

MNotes |
Accepts Licence

[] Locked (log-on is prevented)

Data or Commands View Edit Delete Special

Fund Programs and Requests O Il Il !
Job Openings O O O

Ledger Entries O O O

Pledges O O O

Payments O O O

Report Distributors O O O m
Sales O O O ]
Proposals O O O I'
Prospect Ratings O O O I'
Reminders O O O I
Submissions O O O I,
Memberships O O O I'
Tasks O O O

Ticket Orders O O O |
Tour Bookings O O O I'
Time Dockets O O O

Administrator

Bulk Edit & Import
Adjust Order Pricing
Ticket Holds

oo

[4]®

Contact Segments

Set checkboxes for the segments of contacts which the user may view.
If the user can see all segments, do not set any checkboxes.

[] Client [] Fundraising
User Types
I} Set checkboxes for user types this user fulfills.

[] Counsellor [ | Fundraiser

’ oK l [ Cancel ]

Contact Segments

Sumac allows you to put each contact in the database into a segment. ¥oe aam@day segments as you
want.
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Users are only allowed to see contacts, and data related to them, if they are authorized to see the particular
segment.

For example, the picture above shows that the database is divided into three segments: Fatiehgising, P
and Student data. When a user is defined, you can indicate that the user is allowed to see contact records that
are in one, two, or all three of these segments. The following table shows what a user is allowed to do and see
in a segmented database:

Segments User Contacts the user can see Can user move contacts between |

All segments The user can see all contacts includin¢ The user can move a contact from one
those that have not been assigned to ¢ segment to anothéncluding putting a
segment. contact in no segment at all.

One segment The user sees only contacts in the one The user is unaware of the presence ¢
segment. othersegments armhnnot move contac]

between segments.
More than one bui The user casee contacts only in the | The user can move contacts between
not all specified segments. segments he is allowed to see.
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User Profiles

Hint: The creation, editing, and deletion of user profiles is automatically logged.

® @ U

Login Name |Ma.rta

ser

Auctions

Campaigns
Collections
Communications
Contacts

Course Registrations
Disbursements
Donations

Events

Forms

Funding Programs and Requests
Grant Applications
Invoices

Job Openings
Ledger Entries
Pledges

Payments

Report Distributors
Sales

Proposals

Contact Segments

HERERANERERERERERERE

Clients Clinical Fundraising
User Types
i Set checkboxes for user types this user fulfills
Administrator Fundraiser

HEENEEENERERERERNERERE

Political

Case Worker

HEHNEEEEE AR REEREE

Change My Password

Contact 1 Xx
Notes

Accepts Licence

Locked (log-on is prevented)
Data or Commands View Edit Delete Special

OK

Cancel

Every Sumac user needs to log oBumac using a user ID and password. These are defined by a Sumac
administrator using the Utilities/Sumac Administration/User command in the Sumac console.

SeeContact Segnfenesdiscussion of contact segments andthey affect the information a user can see.

In the user profile, you use checkboxes to indicate what types of data a user is allowed to see, change, and

delete.

In addition, at the bottom of the list of checkboxes for viewing, editing, and deletthgrdadae some

special checkboxes:
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Checkbox Function

Administrator | This checkbox indicates that this user is a Sumac administrator, and so shou
access to the commands in the Administrator menu.

Hint: A user with Administrator privileges must acknowledge the
importance of this role as describedsaers To Acknowledge Responsibilit
on pags3l

Bulk Import This checkbox allows the user to use the Import command in the Utilities me
also to use Set Values buttons.

Adjust Order |This gives the user the ability to adjust the pricing of ticket armtdeales
Pricing

Ticket Holds | This lets the user hold (reserve) seats for a particular event.

Sensitive Data | This lets the user mark contact and communication records as being sensitiv
allows the user to see contact and communication recotusvéhaeen market as
sensitive.

You must set a password for each user. Click the Set Password button to see this dialog:

AL Specify the User Password

Password I ’ Suggest Password ]

Password (confirm) |

If the user is an administrator or can see payment records, the password must:
« contain at least one alphabetic character (A to Z, ato 2)
« Ccontain at least one numeric character (0 to 9)
« contain at least one character that is not alphabetic or numeric
o not contain spaces
« be at least 7 characters long

Anything can be used as a password, but if the user is allowed to see payment information, then the password
must be stronger. It musatisfy all the requirements listed in the text box in the dialog. As you type a password
in the first field, the circles in front of each requirement become empty circles if the requiatiséiatis
andfilled-in circles if the requirement is notnivéhen all the circles are empty, the password is good enough
to allow the user to see payment information.

Special User Capabilities
There are some special capabilities that you can give a user:

Users in Segment

This capability lets a user edit psefiles for other users that are segments that the user is allowed to see.
This capability can be given to local administrators who manage users in a particular location (usually
represented as a segment in your database).

Change Lookup Lists

This capahily gives a user access to the Lookup Lists window, even if the user is not an administrative user.
This allows selected users to have limited administrative capability, just to manage lookup lists.
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Sensitive Contacts and Communications

Sumac allows youdivide your users into two groups: those who can see sensitive data and those who cannot.
Users who can see sensitive data are also allowed to mark contacts and communications as\deasitive. The
Profilesection desitves the Sensitive Data checkbox which gives users the ability to see sensitive data.

If a communication record is marked as sensitive, a user who cannot see sensitive data will not be allowed
to see the communication or even to know that it exists.

If a contact record is marked as sensitive, a user who cannot see sensitive data will be able to see only the
contactds name; any other details will not be dis|
edit a contact, he will be told senot allowed to see or edit a sensitive contact.

Sensitive Extra Fields

Contact records come with hundreds ofdafined fields of data. But you can extend the data stored about
each contact by defining additional extra fields. These extra field®drerpéxtra tabs in the user interface
of the dialog which displays contact information in Sumac.

Here is the dialog used to define an extra field:

8,00 Extra Field

Field In Contact Record | = I ]

Name In Dialogs |

Name In Templates |

Dialog Tab Name |F_xtra

Entry Order |C|
— o ]

Data Type

Value List

[ visible only to users who can see sensitive data
[_] This is a password, so obscure it during entry

“ ok ) cancel

You can clicK/isible only to users who can see séngtigarédtaat only users authorized écssasitive
data can see this field. Seasitive Contacts and Communications

If the field holds a password, perhaps one that is entered by members who use your wébsités alick
password, so obscure it durifgjeakrgckbox causes the text in the field to be obscured, showing only bullets
instead of the actual charesia the field.

User Types

Sensitive data (contacts, communications, and fields within contact records) is normally visible to all users who
are allowed to see sensitive datsS&estive Contacts and Commanidtdeosgive Extra Fields
In special situations this may not be sufficiently specific. Perhaps information about an employee or
volunteer needs to be restricted to a very small group of users, even smallgrthgmdhesers who can
see sensitive information.
For this purpose, you can use User Types. Here is what to do:
v Define a user type using the Lookup Lists command (for exampl8eeslllitternal Sepsitive
v Indicate which users have a user type bygettiir user records. At the bottom of the user records,
there is a set of checkboxes, one for each user type. For our example, you would click toSeason the
Internal Sensitiveckbox.
v Edit the contact record of the contact that needs to belgppa#ected to give the contact the User
Type that identifies users who are allowed to see sensitive information about this user. Continuing the
example, choostees Internal Serfsitmehe User Type dregiown menu in the contact record. Note
that orly administrative users are allowed to see and change the User Type of a contact record.
Once this has been set up, only users with the specified user type are allowed to see sensitive information
about the specific contact. Here is how Sumac appliggesdo decide whether a particular user is allowed
to see a particular piece of sensitive data:
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v Step 1: Is the data sensitive? If not, then show it to the user.
v Step 2: Does the contact, to which the data relates, have a user type specifibe? shoot,the data
to the user.
v Step 3: Does the user have the user type that applies to the contact? If so, then show the data to the user.
v Step 4: Otherwise, do not show the data to the user.
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Key Records

Warning: In order to comply with the PCI DSS requénts, yomustreate and manage keys as
described in this chapter.

Special Warning

When creating and deleting Key Records, you should ensure that no other users are currently using Sumac.
This ensures consistency of the encryption of payment infarmatio

Introduction

When you save payment information into the database, some things like the ID of the payer (a contact record
in Sumac), and the amount of the payment are saved as regular database fields. This is fine for this type of
information, which wodlnot be useful to a thief trying to steal credit card information. But this is not an
acceptable way to save credit card information (card number, expiry date, etc.) because someone with evil
intentions might monitor database or network traffic and dédigure out credit card details.

So,credit card information encryptethen it is put into the database. This means that it is converted into
a very large number which then has some mathematical transformations done to it so that it no longer looks
like what it is. Sumac is able to encrypt the card information, turning it into an obscure large number, and is
also able talecryptvhich reverses the process and turns the obscure large number back into credit card
information.

If you let Sumac operdteits default way, it will use encryption and decryption that work the same on all
Sumac databases. This is certainly better than just saving the data into the database without encryption, and it
is a huge improvement over saving the data in a spreadsi@dtprocessing document, but it is still not as
good as it could be, and it is also not good enough to satisfy the PCI DSS requirements.

To enhance the security of stored payment data even further, and to comply with the PCI DSS requirements,
you needo specify encryption that is specific to your own organization. This chapter explains how use Sumac
to achieve this higher level of security.

Keys Not Part of Sumac Program

Some programs include cryptographic keys as part of the program. Sumacaltds.rithe keys used by
Sumac to encrypt and decrypt payment information are stored in your Sumac database. For more details see
Storage L ocation: Exporting Keys
As you switch from one version of Sumaamtutheer, your cryptographic keys continue to work as they
were before.

Usersto Acknowledge Responsibility

A user with Sumac Administrator privileges is responsible for managing the keys that are used to protect
payment data as described in this Key Redwagser, and more generally as described in this book. This is a
very important responsibility.

You should minimize the number of Sumac Administrators. If there are too many of them, then the risk of
inconsistent or incorrect key administration increases.

In PCI DSS terminology, such users are referred KeyasCustodiai® reduce the possibility of
compromises to key security, there should only be two key custodians: a primary-apd a back

When a user becomes a key custodian, that user shoulid ezaktand sign a simple document to ensure
that the user understands and will faithfully carry out this respongimiépdix A Key Custodian Form
contains a sample form for key custodians to acknowledge thatidretand and accept this responsibility.
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Approach Taken
Public and Private Keys

As payment records are created, the credit card details in the payments are encrypted and decrypted with keys
These keys come in two partguhblic keynd aprivate keyhe public key is used to encrypt (protect) payment
information, converting it into a form that cannot be interpreted. The private key is used to decrypt the
encrypted data, converting it baatk an understandable format.

Public and private keys come in pairs. Each public key can work only with its corresponding private key and
vice versa. One way to think of this is that the public key is used to lock the data so it cannot be used, while
theprivate key is used to unlock it and open it up for usage.

As the names would suggest, the public key does not need to be protected too carefully: it can be exposed
to the public. Since it is used to encrypt data, someone using it must already teetvathe luking protected,
so having access to the public key does not provide any additional information.

In contrast, the private key must be protected. Someone with the private key can decrypt and examine any
data that was encrypted (protected) bgdhesponding public key.

In the Sumac database, credit card information is protected by encrypting it with a public key then, when it
needs to be used, decrypting it with the corresponding private key.

Key Records in Sumac

In Sumac a Key Record holds bligutand private key pair that can be used to encrypt and decrypt credit card
payment information. A Key Record contains the following fields:

Field Content
ID An internally assigned ID that ensures the key is unique within the database.
Effective | This date should be set to the date when the keys are created.
Date All Key Records with the same Effective Date contain the same Public Key and
Key.

When a payment is encrypted using the public key of a particular Key Record, t
Effective Date of the Key Record is put into the payment. Later, when Sumac need
decrypt the payment, it uses the Effective Date (stored as part of the payment reco
the correct Key Recoiithe one which contains the Private Key that can be udechypt
the payment.

User ID |The ID of a Sumac user. When a user logs on to Sumac, he or she must enter a S
ID and Password (see pd@e As soon as the Sumac User ID and Password are vali
and the user is logged on to the Sumac database, the user will be asked to enter tk
(see next field) for each Key Record
encountes encrypted payment information, it will be able to decrypt it and show it tg
user who is logging on.

Password Each key is protected by a password. When a user logs on, he or she must enter t
password in order to use this key.

Public Thisis the RSA public key, used to encrypt payment information. When Sumac neg
Key protect payment information (the credit card details in payment records), it looks at
list of Key Records, finds the one with the highest effective date, and pgbbidlkey in
that Key Record to encrypt the information.

Private | This is the private key that is needed to decrypt credit card information that was en
Key using the Public Key in this Key Record.

2 2048bit RSA
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Protection of Keysin Database

The previous section identifies all the fields of information that are stored in the database to describe a key.
Before they are put into the database, two of those fields are changed to make them unavailable to someone
who has access to the contents of ti@bdae, whether through database administrator tools or by getting

access to a backup file that contains the contents of the database.

Field Protection

Password This field in the database does not
containmhashof t he wuserdés password. A hajy
from the password. Someone knowing the hash cannot figure out what the pas
however if a user enters the password, Sumac can compute its hash and detel
correct assword has been entered. This enables Sumac to know if a user knov
right password without actually storing the password in the database.

Private Key When it is stored in the Sumac database, the Private Key, is ensiyypféiae
password for the user of this Key Record as the key to the encryption.

Initial Set-up

As soon as you create a Key Record, Sumac will start using it to encrypt new payments as they are entered into

the database.

Create the First Key

Here is howo create the very first Key Record:
v Log on to Sumac as an administrative user.
v Choose the Utilities/Sumac Administration/Keys command from the Sumac console.

P———

Keys

Key ID Login Name Effective
Date

—————————— ;
| New... Delete... Export or Print... Select All

Entries in list: 0; Entries selected: 0

v Click the New button. This first key will be created with your User ID. You are askwes$ovaad.

This password is to protect the private key in the Key Record being created. Note that it does not need
to be the same as the password that you use to log on to Sumac, nor does it need to be the same as any
other key that you may use to protélaeoKey Records. The password does, however, need to be one

that is sufficient to protect payment records. As you enter characters in the password, the black circles in

front of the password requirements become hollow as your password satisfiesieacly cutmust
satisfy all the requirements.

3 a 60character bcrypt string with atie salt

4 tripleDES
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800 Specify the User Password
Password | ! Suggest Password

Password (confirm) |

If the user is an administrator or can see payment records, the password must;
« contain at least one alphabetic character (Ato Z,ato 2)
« contain at least one numeric character (0 to 9)
= contain at least one character that is not alphabetic or numeric
= not contain spaces
« be at least 7 characters long

P—
oK  cancel "

Vv Once you have specified an acceptable password, you will be asked to choose the Effective Date for the

Key Record you are creating. While you have the option of choosing any date from today forward, you

should choose todayds date. The Key Record you
choosing todayds date, you will know that any p
particular Key Record.

(< OS] Effective Date

F~May 2012

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5
& 7 & 9 10 11 12
€3 13 14 15 16 17 18 19| 3 @»
20 21 22 23 24 25 26
27 28 29 30 31

€ 12 12 3»

Today

€1 1

v Once you choose a dédeimac saves the new Key Record into the Sumac database and shows it in your

list on the screen.

800 Keys
Key ID Login Name Effective
Date

134 Robert 2012-05-11

e
| New... 3 Delete... " Export or Print... 'Y Select All

Entries in list: 1; Entries selected: 0

Consequences of Cteafingt Key Record

Now that there is a Key Record in the database, the credit card details in all payment records that are created
and saved to the database will be encrypted using that Key Record. In addition, the payment information stored
in Pledge records will immediately be encrypted using the new Key Record.

Create Copies of the Keydr€xber Users

After creating the fitd&ey Record, all credit card payment data newly added to your Sumac database will be
encrypted with the public key in that Key Record. Any user who needs to see payment data must have access
to the private key in that Key Record, so that the user alilledb® decrypt the payment information.
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However, each Key Record is rel atorlDandapasswopdar t i cu
You must define a Key Record for each user who needs access to payments. You do this by copying the original
Key Record, creating a new one with the same public and private keys, but with a different user ID and
password.

Here is how to make a Key Record for an additional user, with the same public and private keys as the one
you just created.

Vv Inthe Keys list mmdow, click to select the Key Record that you wish to copy (one that was created earlier

with your user ID). Click the New button. You are asked if you want to make a copy of the Key Record
for a different user. Click Yes.

8 ™y

Do you want to create a record with the same date, public key, and private key as the selected record?

P N £ T Y
| Yes | No " Cancel

Vv Next, you must choose the ukgrwhom you are creating a copy of the Key Record. Choose the user
and click OK.

™ 7 ™ Choose User

User | Jane s

“ ok " cancel "

V You are then asked to enter a password. Specify the password that this particular user will need to enter
for this particular Key Record. The password must be at leastr@€ters long. This sounds onerous
but can easily be met by typing a sentence, line of poetry, list of names, or other long piece of text that
you remember. The password does not need to be the same as the password used by the user to log on
nor does ineed to be the same as the password used to protect other Key Records.

® @ Specify the User Password

Password | [ Suggest Password ]

Password (confirm) |

Passwords for administrators or users who see payments, must:
+ contain at least one alphabetic character (Ato Z, a to 2)
* Contain at least one numeric character (0 to 9)
o not contain spaces
* be at least 20 characters long

OK | Cancel |

The above steps create a Key Record for the additional user. Henceforth, when that useBlmgaan to
he or she will be asked to enter the password required to unlock his ey Reckrds. Any payment
information encrypted with the public key in this Key Record will be visible to the user

Create a New Key Record
Crypto Period

Warning: To maintain compliance with the PCI DSS standard, you must create new key records,
adhering to a specified crypto period.

When a Key Record has been used for a |l ong ti me,
compromised. To maintain a high level of security, you must:
E Define a crypto periodithe longest time during igh a particular key will be used. This period should
be no longer than 12 months.
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E Create a new Key Record at least as often as the defined crypto period.
Create Key Record

To create a Key Record with new public and private keys, follow the same phadésldescribed Greate

the First Kethen create copies of this Key Record for other users, as des@ibateaCopies of the Key Record
For Other Usdxmte the followingoints about the Effective Date of a new Key Record:
E The Effective Date you choose must be later than the Effective Dates of all other Key Records in the

database.
EWhile you have the option of c¢choosing daey dat e
The Key Record you are about to create wildl be

will know that any payments from this date forward were encrypted with this particular Key Record.
Consequences of Creating a New Key Record

The rew Key Record has an Effective Date that is later than all other Key Records, so it will be used to encrypt
all new payment information: all payment records that are created and saved to the database will be encrypted
using the newly created Key Record.

In addition, payment information stored in Pledge records will immediately be encrypted using the new Key
Record.

Delete Key Records
How to Delete a Key Record

You can delete a Key Record by clicking to select it, then clicking the Delete button:

v Log on to 8mac as an administrative user.

v Choose the Utilities/Sumac Administration/Keys command from the Sumac console.

v Click to select the Key Record that you want to delete. Unlike in other lists in Sumac, you are allowed to
select only one Key Record at a timdtiple selection is not allowed.

v Click the Delete button.

v Click to confirm that you want to delete the selected record. Sumac confirms that it has deleted the
record.

Deletion of Unneeded Keys

When payment credit card details are cleared, ikegsare no longer used for encrypting payment data, the
user is given the option to delete these unused keys.

See alshaking Payment Information Inaccessible
Change of User Roles

When a user should no lonbave access to payment information in the Sumac database, perhaps because he
| eaves your organization or changes job functions
that the user will no longer be able to access payment informtitedatabase.

Making Payment Information Inaccessible

Deletion of Key Records provides an extra level of protection to ensure that old payment information is not
accessible. This topic is discussed in the cRagteartion Period Policy

Any Key Records whose Effective Date is more than RP days prior to the Effective Date of the most
recently created Key Record can be deleted. This is because your Retention Period Policy entails deleting old
payment details thaould have been encrypted with these old Key Records. Since all data encrypted with these
old Key Records has been cleared from the database, the old Key Records are no longer needed.

Delete old Key Records whose Effective Date is more than RP dagsipei@ffective Date of the most
recently created Key Record.
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Deleting the Last Witl& Particular Effective Date

If you delete the last Key Record with a particular Effective Date, then the credit card details in payments that
were encrypted with théey Record are no longer accessible because there is no longer a private key to decrypt
them.

You should ensure that there is a Key Record with a later Effective Date before you delete the last Key
Record with a particular Effective Date. This enswateadiv payment information will be encrypted using a
later rather than an earlier Key Record.

Payment Information in Pledge Records

Pledge records contain information about credit cards, so that the credit card can be charged each month.
Because a pledgayrcover several years, this information may stay in the pledge record for several years, much
longer than a typical RP.
Whenever a new key pair is created in a new Key Rec@ekfdea New Key ReSardac automatiiya
re-encrypts the credit card details in all pledge records using the new Key Record. This does two useful things:
E It ensures that the pledge records are regulgrigteeted with current secuiitjormation.
E It makes sure that deletion of old Keydres will not affect pledge information.

Storage Location: Exporting Keys

Key records are extremely important information that must not be widely distributed. To this end, the key
records are only stored in the database.

The standard Export or Print buttawailable in all Sumac list windows is available in the list of keys.
However, it is only able to export or print the ID of the key (its unique identifier in the database), its effective
date, and the user it applies to. The details of the key itseifteaaxported or printed in any way.

Minimize Access

The management of keysreating, deleting, replacihg done by a Sumac administrator user: a user with
the Administrator checkbox set in his or her user profile. If many users are Sumac Axisjiistrat
management of these keys becomes unwieldy and lesSeg@muehould minimize the number of Sumac
administrator users.

Similarly, when a key is created, access to that key is specifically given to otheCresees Cagées of the
Key Record For Othe)).\x@reot make a key available to a user who does not need to eatiptymation.

Compromised Keys

If someone attempts to use keys that they should not be able to use, Sumac prevents this. Here are the features
of Sumac that combine together to prevent keys being used inappropriately.

User Account Needed

The keys used tencrypt payment information are tied to users. Only users who can log on (which requires
their user ID and password) have any access to the keys.

In addition, each key is protected by an additionadpessfic password which the user must know to use
the key.

Failed Log On

Sumac prevents @uthorized users from accessing keys. If the user logs in and incorrectly enters a password,
then the user will be blocked after five attempts. After the fifth attempt, the user will be informed with this
dialog:
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Yo¥e

You have entered too many incorrect passwords.

This user ID is now locked and must be reset by an administrator.

PR
ook

and in subsequent attempts, with this dialog:
Yol

This user ID is locked and must be reset by an administrator before it can be used again.

£ o>

A Sumac administrator user must then investigate why someone was attempting to log on to the user
account, and if everything is okay, then the administrator can unlock the locked user ID. The account can be
unlocked by choosing the Utilities/Sumac Administration/User command from the Sumac console, double
clicking the user ID, and click to turn off theeked (log is preventbelkbox.

Expired Keys

Keys must be replaced in accordance with a definedpayipth Se€rypto Period page3s.

As soon as a newer key is defined, Sumac no longer uses old keys for encrypting payment data. Old keys are
used only taecrypt data.

The procedures described above explain that once a key should no longer be available for decrypting data
(because the data is older than the retention pesg@Retention Period Polisgigél), it should be deleted.
The combination of creating new keys (which ensures that only new keys can be used to eaod/pt data
deleting old keys when the data they protect is nerloegded, ensures that old keys will not be used
inappropriately.

Logging
Payment transactions are log&adif, despite all the precautions mentioned above, an unauthorized user

manages to discover user IDs and passwords for logging into Sumagettidgaccess to keys, then the
transactions are logged.

Replace Compromised Key

If there is any reason to suspect that a key has been compromised, you should immediately create a new key
(seeCreate a New Key Ratpatye35). Creation of a new key automatically prevents the old suspect key from
being used to encrypt data.
After a few months (s&etention Period RPwolippgés1) when the old key is no longer needed to decrypt
data, it should be deleted.

Unauthorized Substitution of Keys
Background

When Sumac starts up, it loads the neashtly creatday in the database and uses it for encrypting payment
data. This key must be created in accordance with the procedures del<eyliRedootspage3 1L

At startup, Sumac also loads older keys, which may be needed for decrypting older payment transactions.
In order to use these keys, each user must specify his or her password for each key.

Authorization

In order to ensure that no single user can substitute keys, ensure that keys cannot be changed by any single
user. Se8plit Passwords (Dual Contdpe23
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Logging
All operations to create and delete keys are automatically logged. You cannot turn off the logging of these
operations.

Detection

Each time a user (who can do payment operations) logs on, he or she will see which keys are present, because
the wser must enter a personal password for each key. If the keys are changed, the user will see this. A user

must report any unexpected changing of the keys.
Regularly check the log, searching for key changing operations, to ensure that keys are metl being alte

unexpectedly.
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Additional Security Features of Sumac

Preferences Command Security Tab

If you are a Sumac administrator, you can use the Utilities/Customize Database/Preferences command in the
Sumac console. This command provides many tabs conttiitigg $or configuring how different parts of
Sumac function. Here is a picture of the Security tab, and an explanation of what each checkbox does:

Preferences

edges | [ R | : | | [ | g | |
‘ V=G 0 [ i [ [ [ Mail Merge | Membs it Sy
m | Manageme | [ [ L I |

Make storage of user passwords more secure:

Age passwords:
Hide credit card numbers

Limit log-on attempts:

log Payment transactions:

log Contact transactions:

log Donation transactions

log Membership transactions:

log Grow-Your-Own transactions.
log Task transactions:

log Deletions:

For users who can see payments, force password change every 80 days, and don't allow re-use of last five passwords
After initial entry, obfuscate credit card numbers for all users

Lock a user ID after five unsuccessful log-on attempts

log transactions that affect Payments, and also user log-in and log-out
log creating, viewing and editing of Contacts

log viewing and editing of Donations

log creating and editing of Memberships

log viewing and editing of Grow-Your-Own records

log viewing and editing of Tasks

log deleting of Contacts

log deleting of Communications

log deleting of Donations

log deleting of Course Registrations

log deleting of Sales

log deleting of Grow-Your-Own records

Save auto-exported log files to this folder: |

Number of hours after which auto-export occurs: 24

Choose

oK

Cancel

Hint: Regardless of the security settings, Sumac always logs the changing of user records, and
actions tht turn the log on and off.

Check box What it does
Force password change . .
every 80 da Warning: In order to comply wiftCl DSSyou must turn on this

allow reuse of last five
passwords

checkbox.

This check box imposes two policies:
E passwords must be changed at least every 80 days
E when changed, the new password cannot be one of the last five |
been used.

After initial entry,
obfuscate credit card
numbers for all users

If you do not want users to be able to see credihoarders after they are
initially entered, then click this check box. It hides credit card numbers
users.

Lock a user ID after five
unsuccessful lean
attempts

Warning: In order to comply wifCl DSSyou must turn on this
checkbox.

If a user fies to log on five times, typing an incorrect password each tin
the user ID is locked until an administrator unlocks it.

Log transactions that affe
Payments, ...

Warning: In order to comply wifCl DSSyou must turn on this
checkbox.

This checkox causes Sumac to record whenever a user adds, deletes,
processes, or changes a payment record, or adds or deletes a key reg
log can be used to audit and trowgbleot payment security issues.

Additional Security Featis of Sumag 40



Check box

What it does

Log creating, viewing ang
editing of contacts

Whenever a user views or edits a contact record, record this in the log

Log viewing and editing ¢
donations

Whenever a user views or edits a donation record, record this in the lo

Log creating and editing
memberships

Whenever a user creates amembership record or edits an existing ong
record this in the log.

Log viewing and editing ¢
Grow-Your-Own records

Whenever a user views or edits a Gfowm-Own record, record this in the
log.

Log viewing and editing ¢
Tasks

Log whenever a task iswid or edited.

Log deleting of Contacts

Log when a contact record is deleted.

Log deleting of
Communications

Log when a communication record is deleted.

Log deleting of Donationg

Log when a donation record is deleted.

Log deleting of Course
Registrations

Log when a registration record is deleted.

Log deleting of Sales

Log when a sales record is deleted.

Log deleting of Grow
Your-Own records

Log when a Growour-Own record is deleted.

Folder for saving logs

If you want Sumac to savetitmsaction log as a tdelimited text file in a
centralized location, enter the path to the folder in this field.

Maximum age of log entr
before saving

If you have specified a folder to hold log entries, you can specify the n
age (in hours) théog entries should reach before being saved. For exar
you want entries to be saved every hour, thenle@i@mac will periodically
examine the log table, looking for log entries more than the specified 4
finds any records that are tolt, then it exports them and all log entries
the current time.

AuteExport of Transaction Log

Sumac supports centralized logging of transactions. It provides this support by periodically exporting its log to

a central location. You must specifyfields to support this feature:

Field

Description

Save autexport log files to this

folder

This field should specify the folder where you want Sumac to
periodically save the transaction log entries that it routinely puts
database. Each tifBemac saves a set of log entries, it puts them
new file whose name includes the date and time.

Number of hours after which

autoeexport occurs

How long should Sumac go before exporting log entries to the cg
folder? This specifies how lagries in the log can get before bein
exported.
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Transaction Log
ActivatéheLog

As mentioned above (deeeferences Comirdecurity Tabh paget0), ya should turn on the transaction
logging. This causes Sumac to record transactions that affect payments.

Log Contents

Log entries are stored in the Sumac database in a singld@tnagihtable that can be accessed directly. Log
entries contain the folving information:

Log Entry Fields

Field Database Column Description
IP Address IP_ADDRESS IP address of the user who did the transaction
User ID USER_ID ID of the user who did the transaction
Saved Date SAVED_DATE When the event occurred. Ttiege stamp is

provided by the database server, independent
the Sumac user computer.

Saved Time SAVED_TIME When the event occurred. This time stamp is
provided by the database server, independent
the Sumac user computer.

Record ID PAYMENT_ID ID of a payment (or other type of record) that
affected.
Operation OPERATION This is one of the following numerical codes.

Log Entry Operations

Operation Cod
Start Log (Global) 97
Create Payment 98
Process Payment 99
DeletePayment 100
Change Payment 101
Stop Log (Global) 102
User Log On 103
User Log Off 104
Create Key 105
Delete Key 106
Start Log (One User) 107
Stop Log (One User) 108
Log Accessed 109
View Contact 110
Edit Contact 111
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Operation Cod

View Donation 112
Edit Donation 113
View GrowYour-Own 114
Edit GrowYour-Own 115
Export Contacts 116
Change Membership | 117
Create Membership 118

View Task 119
Edit Task 120
Delete Contact 121
Delete Communication |122
Delete Sale 123
Delete CoursRegistratiol| 124
Delete Donation 125
Edit User (Editor) 126
User Failed Login 129
Auto Export the Log 130
Export Try 131
Backup Performed 132
Delete Product Inventory 133
Edit User (Edited) 134

Create User (Creator) |135
Create UsdCreated) 136
Delete User (Deleter) |137
Delete User (Deleted) |138

Database Structure Updates

When a new release of Sumac requires changes to the structure of the database, it performs those structure
changes automatically. The version of the database structure is recorded in the column
SOFTWARE_VERSIONN tablecfr_config

Centralized Logging

Sumads | og can bdelimged ext fila vathl delimiders appropaidie to the operating system
being used. Since this file format is universal, it can be reformatted and/or imported into other logging systems
as desired.

You can do this manualynytime you wish. Alternatively, if you require centralized logging, use the
Preferences command (Beeferences Command Searripadéld) to enter the path to a folder that should
contain log files. When you do this, Sumac will regularly sadelaridbd text file of log entries in a new file
in the specified folder.
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Usdhd.og

The log is accessed by using the Utilities/Sumac Admmginathsaction Log command in the Sumac
console. Unlike most lists in Sumac, for security reasons, there is very little you can do with this log, and most
standard buttons for managing a list are not available. You can:
E search to find log entries usingmlination of these search criteria:
1 specific types of log entries
1 entries for a specific user
1 entries on or after a specific date
E click column titles to sort the entries by a particular column
E click the Export button to export all the log records irigheltting them into a tatelimited text file
that can then be opened with any other program
E click the Delete button to delete log records that are old (Sumac does not allow you to delete records that
are not at least 90 days old)
This log is not othenge configurable.

Transactions Reported

Here are the types of transactions recorded in the transaction log:
Area Transaction

Communications | delete communicati(

Contacts view contact
edit contact
export contact(s)
delete contact

CourseRegistratio| delete registration

Donations view donation
edit donation
delete donation

GrowYour-Own |view growyourown
edit growyourown
Create growourown
delete growourown

Keys create key
delete key
Log start log (global)

stop log(global)
start log (one user)
stop log (one user)
log accessed

Memberships create membership
edit membership

Payments create payment
process payment
delete payment
change payment

Sales delete sale
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Area Transaction

Tasks view task
edit task

Users user log on
userlog on failed
user log off
edit user record

Backing Up Your Database

It is imperative that you back up the data in your database. This data is very valuable, recording the past and
providing the foundation for the future of your organization.

Singlaser (Bronze, Silver) Databases

If you have a singleser (Sumac Bronze or Sumac Silver) database, then your data resides on your computer.
You need to ensure that it is backed up on a regular basis, just like you should back up other files on your
computer.

The most recent information about bapk (why? how?) can be found in the Frequently Asked Questions

athttp://sumac.com/support
SelHosted Muliser (Gold) Databases

If you have a mukltiser (Sumac @&t) database, then your data resides on a server computer. You need to
ensure that it is backed up on a regular basis, perhaps at the same time as you back up other information on
the server.

The most recent information about bapks (why? how?) can barid in the Frequently Asked Questions
at http://sumac.com/support.

SumaCloud

If you use the Suma&oudservice, whether your database is Bronze, Silver, or Gold, then you do not need to
worry about backing up your database.

The database is hostlydAWSat their Canadidrosting facilityHere are the backups that are automatically
performed:

E Each dayt 6am UTCthe entireSumac Cloud senvisrbackedip. These backups are stobgdAWS

for 30 days.

Sumac Cloud backuaee encrypted, do the unlikelyeventthat someonebtains access to the backups

they will not be able to access your. data

Configuration Preference

Sumac can automatically log when a backup of your database paddvesd andvarn you if it has not
been done for @hile.

In the Suma console window, click Utilities/Customize Database/Preferences/Security, and enter the
number of days before you should receive a warning in the field V@betiextimin users if no backup for this
many days

Hint: If your database is hed by SumaCloud you do not need to do this because your database
is being backed up three times each day.

Website Encryption

Warning: In order to comply with PCI DSS rules for protection of payment information, you must
follow the procedures in this section.
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Overview

If you have pages on your website which integrate with your Sumac database, sending data to it and retrieving
data from it, then you need to protect credit card data as it passes through the Internet.

N
[ o o )
\—~
Interhet 4 As a user (the top circle) enfgagment information in
' your website, there are two points where the inforr
is vulnerable, both moments when payment informe
Website passed over the Internet.

The first,Internet As when the payer uses a brow:
send information to your websifbe secondnternet, B
when the website sends the payment information to
for processing.

Intermet B

Sumac

General Guidance

Transmission of data over public networks like the Internet is inherently insecure. You must use strong
cryptography and security protsctw protect data as it moves across bothntieenet Aand Internet B
connections. This is especially important for protecting payment information like credit card numbers and
expiry dates.

Protect the Internet A Connection

Any pages on your website #rahil users entering passwords, personal identification information, or payment
information should be in a secure area of your website. This means that these pages will be encrypted and use
the https (instead of http) protocol.

Usually the easiest andstumsteffectiveway to secure an area of your website is to get encryption keys
from the organization that hosts the website for
encrypted as it passes to your website. Make sure thatytpgoenkey being used can be traced back to an
authorized root authority so that browsers can verify that it is a trusted key, that can be verified by the end user.

Also, ensure that you are launching the pages with https, not just http. The httpsipestecalryption
to protect data, but http sends data without using encryption.

Warning: Ensure that your website is using at least SSL version 3.0. It probably is, since version 3.0
is now more than 15 years old. But prior versions had known seculemgrsb they should

not be used. Make sure that the version of SSL being used has been properly patched to ensure a
current and secure implementation.

Protect the Internet B Connection

If you use pages provided by Sumac, for integration between yderamelbgbur Sumac database, then the
data is protected using a puplivate key pair (s€iblic and Private geymged?). The public key is ia
.pem file that is part of your website. The corresponding private key is in a .jks file for your Sumac server.
The public key is used to encrypt the data sent from your website to Sumac. The private key enables Sumac
to decrypt and use the data from website.
When you first get the standpedjesthey contain a standard pupliczate key pair; this is convenient for
testing since everyone can share the same keys. But before you go into prodouigieplage the key
pair. If you have expertigesecurity, you can do this yourself, creating a .pem and .jks file with corresponding
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public and private keys. Alternatively, if you ask, your Sumac support organization will generate a key pair just
for you and send the two files to you in a secureTivakeys that we provide are 204&RSA keys.

Because the keys must be generated in advance and installed on both the website and on the computer
running Sumac, no communication is possible without the correct key files being in place on both computers.
If you provide your own keys, make sure thgtube at least 2088 RSA keys. Ensure that the distribution
of the key files is done safely. Do not just send them together through email esiateaanbe recorded
and intercepted, disclosing the keys to attackers.

What Gets Encrypted

The followiny data sent over Internet Connection B is encrypted:
E All payment details
E User account information: log, add user, update user details, password recovery
E Any form being submitted for update.

Installation Technology

Sumac is a Java application instatlezhoh user computer after being downloadedsinamc.comWhen
you install Sumac, you also install the Sumac Launcher Tool. The Launcher Tool is what ensures that each time
you runSumacyour version is the most up tlate version. The tool does this by cheakitige and
downloading the most recent version of the software each time youHaunobre information about the
Sumac Release Server, seSdheersection of this documenthis way, when a new release of Sumac is
available, you are updated immediately. This provides for a secure download and installation of digitally signed
software.

The Sumac software and Launcher Tool are digitally signed by their creator, SilentftRenteci o
signature is performed using a code signer from DigiCert (see http://www.digicert.com/) which is verifiable
on all supported platforms.

Warning: All components of Sumac are verifiably signed. Never allow unsigned or unverified
software to be stalled on your computer.

Patches and Updates

Sumac is never patched. When a change is required, there is always a completely new release. New releases ¢
automatically installed (you cannot disable this) when you run Sumac.

Related Topics

Seelotificatioof Releasagpagel 1 for further information about how you will be informed when there is a
new release of Sumac.

Once the Sumac applion is installed, you may want to configure additional security settings. Further
information about this topic islastallation of Suorapagé3.

Wireless Access to Sumac

Warning: If you provide wireless access to your database, then you must follow these instructions
for compliance with PCI DSS.

Hint: If you decide to use Sumac with wireless connections, there are no Sumac configuration
options th&ineed to be modified to support wireless use.

Wireless connections to a database create all sorts of security problems. We recommend preventing wireless
access to your database. If, however, you really want wireless access, then follow these procedures:
E Change encryption keys at installation and whenever anyone with knowledge of the keys leaves the
company or changes positions.
E Change default SNMP community strings.
E Change default passwords and pass phrases, using strong passwords that comply veitde@id3SS
for secure passwords (at least seven characters, alphabetic and numeric).
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E Update firmware to support strong encryption for authentication and transmission.

E Identify and change any other secueigted vendor defaults.

E A firewall must banstalled between any wireless networks and systems that store cardholder data.

E Firewalls must be configured to deny or control (if such traffic is necessary for business purposes) any
traffic from the wireless environment into the cardholder data eremtonm

Encryption of Connection to Database Manager
JavaDB versus MySQL

JavaDB is used to manage singé& (Sumac Bronze, Sumac Silver) databases. MySQL is used to manage
multiruser (Sumac Gold, Sumac Platinum) databases.

The issue of encrypting the cortimechetween Sumac and your database applies only to MySQL databases.
This is because Sumac connects to JavaDB all inside one computer: the data flowing between Sumac and
JavaDB never leaves the computer they are running on, so there is no exposliata of/grea network.

MySQL Connections

By default, the traffic on the connection between Sumac and a MySQL database server is not encrypted. This
means that someone with a sophisticated ability to hack network communication traffic may be able to glean
usdul information as it flows between Sumac and your shared MySQL database. This is not a significant risk
if the database is on a local area network (LAN) inside your office. It is also not a risk if the connection is
through an encrypted virtual privateveek (VPN), since VPN encryption is secure.

However, if the connection is over an unencrypted connection that is exposed over a public network, you
should encrypt the SurdslySQL connection.

Considerations

Here are some considerations that will affecidgmision regarding whether or not to encrypt the connection:

E If you encrypt the connection between Sumac and your MySQL database, query processing by the
MySQL server software will be slowed down to about half speed. If your connection to the server is
dow, you may not notice this, but if you have a fast connection (e.g. on a LAN) then you will notice a
significant slowdown in the general speed of operations.

E Payment and password information is encrypted, independently of whether thBlyS@rhac
connedbn is encrypted, so snooping information on this connection still does not enable the attacker to
discover passwords or payment information.

E Isthe additional overhead, both of a slower connection and of administering encryption keys, worthwhile
if your dhta is an unlikely target? It is not a simple thing to hack a database connection and obtain useful
information from it, so you need to decide whether you think an attacker can obtain information that
would make it worthwhile to attack your database.

HowtoEncrypheConnection

If you decide that it is appropriate to encrypt the connection between Sumac and your MySQL database, you
need to create encryption keys for use by Sumac and by the database server.

Generate A Key Pair, S#teSprver

This sectin has links that explain how to créates anadnake them available to the MySQL server. The next
section explains how to make the keys available to Sumac.
Here is the official MySQL documentation:

https://dev.mysql.com/doc/refman/5.7/en/usingncrypteetonnections.html
It contains links to several speciaitsplcs. While complete and correct, you may find it a bit cryptic. Here
is alink that providea more stepy-step approach for setting this Read below to lealrow to generate
keys and tell the MySQL serveuse them.
http: 1PER
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Set UpheSumac Client

When you want Sumac to connect to a MySQL databasauSBl connection, you need to provide Sumac
with the same keys that are being used by the MySQL server. Here is what to do:
E Put the key files on each user computer.
E Create a text file nameseSSL.twiith four lines in it:
1. path to keystore
2. passwar for keystore
3. path to truststore
4. password for truststore
E Put theuseSSL.tfile in the SumacSettings folder (wheredtttabasesfile resides) which is in the
userd6s home fol der.
Now, when Sumac starts to connect to a MySQL server, it usss3ist .tfile, and to establish an
encrypted connection.
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Virtual Memory

Virtual memory is a technigti@at computers use to temporarily move data from rafeoess memory
(RAM) to the hard disk if the amount of available RAM is limited. Data writtenhiard disk as virtual

memory may never be overwritten, so it could be captured by an attacker if the hard disk is scanned, creating a
potential security risk.

Operating systems support encryption of the virtual memory as it is written to the héod dhséuld
ensure that your computerds virtual memory i s bei
RAM, however briefly, is not being seen by attackers.

Macintosh
Encryption of virtual memory is supported automatically since vé&8af MacOS.

Windows

Starting with Windows Vista and Windows Server 2008, MS Windows also supports encrypted virtual memory.
In Windows, this feature is referred to as encrypting the page file or paging file. Turn this feature on in your
version of Window
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Retention Period Policy

Warning: You must institute a retention period policy and its supporting procedures, as described
in this chapter, in order to comply with the requirements of PCI DSS.

Warning: The procedures explained or referred to in this chapter render old payment data
irretrievable by either deleting it Bagment Information in the Sumac lgdoalasy deleting

the keys that make it possible to interpret the dat®¢teté&ey Reconis page36), or both.

Deleting card data that has exceeded its retentioniperisdlutely necessary for you to comply

with the requirements of PDSS.

Introduction

One potential risk is that you may unnecessarily preserve credit card information in your database, long after it
is no longer useful. This chapter outlines procedures to follow in order to avoid this risk.

Establish a Retention PeriodRP)

Establish a retention period (RP). This is the number of days that payment information will be retained. A
suggested number of days is the longest time after which a payment may be rescinded, plus 90 days. For
example, if your agreement with your genynmorocessor permits payments to be rescinded for up to 120 days,

then RP would be 210 days.

Delete Old Backup Databases

You must ensure that you do not retain payment information in copies of your database for longer than RP
(seeEstablish a RetentiandP@RPYn pagesl). You must establish a regular procedure, at least monthly, for
deleting old backup files, to ensure that they aretaisted longer than RP days.

When they have passed their retention period, delete the backup files. If your computer has the equivalent
of a trash can, that retains files without actually deleting them, then you must put the expired backup files into
thetrash can, then empty the trash can to ensure that the file has been deleted. If the operating system of the
computer that holds the backup files supports secure deletion of files (writing random bits over the parts of
the storage medium where the filest@®d), then you should enable this feature of your operating system.

Payment Information in the Sumac Database

On amonthlyasis, remove payment details from Payment records in the database that are older than RP (see
Establish a Retention Periamh(P&)e1). Here is what to do:
Vv In the Payments list, search to find all payments dating from RP days ago to RP+6Dmaysags
whose paymerinformation is still in the database but does not need to be. For example, if RP is 210
days, then you should find payments that are between 270 and 210 days old. If you do this monthly, then
the extra 60 days ensures that you do not have problemsnttitboundaries, months with more than
30 days, or with minor variations in the day within a month that you perform this search.
v Click the Special Editing/Clear button and confirm that you want to clear payment details from all the
payment records. Thisttmn clears credit card details from payment records, while still maintaining the
other aspects (e.g. who made the payment, how much was paid, on what date) of the payment.

Technical Note

When you click the Clear button, Sumac uses an SQL update stateraehtpayment record to update the
column in which encrypted credit card details are stored, setting all details to null.
Key Management

Key Records are explained in detail in the chépyeRecoaspage81 That chapter describes procedures
that must be followed on a regular basis to ensure the secure encryption of payment data stored in your Sumac
database.
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Payment Processing Security in Sumac

Introduction

This information in this chapter is provided to enable Sumac to conform teQisSReandardhis standard

specifies technology and documentation criteria to be met in order to ensure that payment information is

protected. This standard is availabia fihe PCI Security Standards Council at:
https://www.pcisecuritystandards.org

Summary

This documentation applies to Sumac releases 4.0 and later. Sumac is an application that runs on personal
computers, storing its information in a database.

Supported Operating Systems

It is supported on Windows, Mac OS X, and Linbar specific versions, see our website:
https://www.sumac.com/technicaifo/

Java

Warning: You must use Java 8, update 101 or later to fully conform with the PCI DSS standard for
handling payment data. We recommend using Java 11.

Sumac runs on all operating systems that support a Java Runtime Environment of 1.8.0_101 (Java 8) or later.
The Java Runtime Environment provides services for functionality that might otherwise rigiglere mu
services and packages to be used: email, encryption, network communication, database access, user interactiot
and HTML formatting

Other System Requirements
Database

The Sumac software interfaces to the Sumac database using JDBC (Java Dataibiagiy) C\darious
database managers can be used, and database software makers provide support for JDBC. The standard
databases supported are JavaDB and MySQL. The JDBC connectors for these two databases are included with
Sumac.

If your database is a Jatadiatabase, it resides entirely within the computer running Sumac. If your database
is a MySQL database, it runs on a server (possibly, but usually not, the same as the computer running Sumac)
and Sumac connects to it using port 3306.

Ports

Other than stagtard ports for access to the Internet BsetocaadServicbslow), Sumac uses only one port.
When it connects to a MySQL database server, the standard port for this connection is 3306.

Protocols

Sumac access several types of information overeiretnt

E Some help buttons go to pages on sumac.com.

E Payment transactions are cleared by making connections over the Internet.

E Email is sent by connecting to SMTP servers.

In order for these features to work, the operating system of the computer on wédcis Buming must
support the relevant protocols.

Services
MySQL database servers are typically presented by the database server as a service to other computers on th
network.
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If you click to send a single email (not bulk email) to a contact, Suntiae defsilt email program on
the computer it is running on.
If you click to open a website, Sumac uses the default browser program on the computer it is running on.

Target Industry and Customers
Sumac is intended for use by-poofit organizations.

Support Connections to External Processors and Card Brands

Sumac supports all card brands supported by the payment processors to which Sumac can connect. New
payment processors are regularly added. Connections to server computers, privigded payment
processors, are performed over the Internet.

Security Issueswith Specific Payment Processors

Warning: At the date of this document, one payment processor does not comply with the most
recent PGDSS security standards.

PayPal

Connections &tween Sumac and PayPal are performed using the secure TLS 1.2 protocol. However, PayPal
uses less secure underlying cypher suites than4b&®&tandard allows.

Installation of Sumac

Warning: This section contains steps that must be performed taeaonspddiation of Sumac.
These steps are required to conform with the PCI DSS standard for handling payment data.

Creation of Database

Security and data protection are managed by settings in the Sumac database. When a new Sumac database
created, you nsti perform the following additional steps to ensure the database is secure for payment
processing.

User IDs

Warning: You must remove default user IDs and passwords to conform with the PCI DSS standard
for handling payment data.

When you first install a Samdatabase, it has only a single user ID and passweétccésseto DataBase
Passworls pagelb) set up by the person who created the database. This fiastcosat has the ability to
make any changes to the database, in particular to user accounts and database security settings.

If the database is going to be used to process payments, you should either delete the first user account and
create another with mdhistrativeprivileges omodify the password of the first user account. Click
Utilities/System Administration/Users to get a list of user accounts. Click to select and delete the admin
account, then click New to add a new one. Alternatively, doubte elitkthe admin account. For more
details, seBumac User IDs and PasswpeatgEl8 When giving the new administrator account a password,
keep in mind that no single user should know the passwdpl{sPasswords (Dual Contdpe3).
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Set Preferences
Click Utilities/Customize DatabaBeéferences to get this dialog:

Click to set the following checkboxes (and any others you may want to turn on), then click OK.

E For users who can see payments, force password changed...

E Lock a user ID after five unsuccessfublogttempts

E logtransactions that affect Payments, and also useialog) logout

In addition to turning on the logging listed above, note that Sumac automatically logs several types of
transactions, and you cannot turn this on or off:

E starting, stopping, aadcessing the log

E creating and deleting keys

Warning: The above logging is required for PCI DSS compliance.
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